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But then, also, and more seriously (if anybody needed to

get serious), it's fine to do things just because you can. We

used to answer exactly that

Why do you do that?!

Because I can

Technology has a significant impact. At some point, I

began thinking about how my work could help people

and make their lives better, even just a little bit. You never

know what people will find useful, and the feedback you

receive when you release something is a great feeling: the

realization that someone is actually using what you

created.

Your opinion in the infosec scene now vs then

All mercenaries. Don't get me started. Not really, not

everybody. But that catches my feelings. When the big

money entered the scene, we all lost friends and stopped

sharing as much as before. The flow of information

slowed down, though we still have Phrack, Ekoparty,

H2HC, Defcon and the others, it doesn't feel the same.

Maybe the great techniques were always kept secret and

surfaced only 20 years later, but it seems worse than

before.

It's not fair, there's still a lot of people believing in full

disclosure for a better World, and they do a great job at it.

My special admiration and respect to "The Qualys

Security Team", who keeps showing art and dedication in

every single advisory.

My respect too to Google's Project Zero. There should be

an invite only conference on 0-day hunting, where these

heroes share their experience and fishing techniques. Kill

the class, not the single bug, or better fix both.

And Kill the O-day!

Recommendations

T e c h n i c a l B o o k s :

• Phrack. 40 years of fun and profit. Hard cover.

• Computational Geometry - Algos and Apps ( <3

sweeping line <3)
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Thirty Years Later: Lessons from the Multics
Security Evaluation Reflections

Hacker Spirit:

Understanding h o w things work, finding a w a y around

limits, and sharing i t with others, to make understanding

easier, Loop. The three things together. O n the attackers

side, there's t o o much money f o r a healthy competition

and open sharing, MAYBE it's easier on the defender's

side. Kill the 0-day!

Exploit Industry:

The monetization o f t h e vulns a n d exploit h a s clearly

made the power imbalance even worse and broke the flow

of information. The way out IMHO, is to double up and

openly share even more. I t may get worse a t first, but i t ' l l

be positive at the end.

C a r e e r B u r n o u t :

I left security t o go do satellites, to then come back. It was

also great to move to the defenders side, and see things

from a different PoV. Don't be afraid of going out of your

comfort zone. If you love learning and doing new stuff,

then, do new stuff and learn. ( * _ /

Insights

Hacking Milestones:

Learn assembly and solve all CTFs you find online, before

20. Write ASCII self decoding shellcode, extract data from
a b l i n d SOL injec t ion, w r i t e a r e m o t e shel l client-server

over a non-standard protocol (icmp, dns, etc), use gdb to

install a backdoor i n a running nginx a n d OllyDbg to do

the same i n Windows, without touching the filesystem,

implement a known Cryptographic primitive, understand

rainbow tables, implement a TCP/IP stack, solve some o f

the advanced cracking challenges b y r i c a r a n d most

ABOs, write a remote heap overflow tha t always works,

reverse engineer a n unknown server with crypto back to

C, implement its client in python.. all before you are 25.

IT's not m y story, b u t a HACKER needs t o b e the best i n

every discipline, o r keep trying. And remember, with

g r e a t power c o m e s g r e a t f u n , a n d also s o m e

responsibility.




